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Q bossnemo 
4^1 fLj Al^is GSM Jl u & ° jja \ j j 


CH 4 


ELEMENTS OF DIGITAL MOBILE 



Eng\ ALEEb LSAFOURY 


ELEMENTS OF DIGITAL MOBILE 

o In this chapter we will see ■■ 

1 . Elements of digital mobile 

2 . speech coding 

3 . Channel coding 
4 . Interleaving 

5. Security in GSM 
6. Modulation in GSM 



jV t V ' Jl La-iLa j (_J a] I ^ j ^11 A^jLuj V 1 d ixJ' <Ull c-Luj t 3 4 c.l l_j J ' ' ' '' ^ 

^11 ^aJ fy . ^ ^ Ajj jj_*a (_)jl Cy* ^g-9 i_]‘ Ajl 
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ELEMENTS OF DIGITAL MOBILE 

GSM Transmission Chain 



^ "D))) - 

Microphone 

Acoustic 
signal 


Mr 
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electrical 

speech 

signal 




% 




c' {{) L<d AjIx] 6^)IjuoI a jg a Jjl ciuls ^J! (^jjsjLuo 1 


\ . ^]£jj j J i^ya aj}^. (J£ ALlIs J (_j jLj J Ax.^)ajiJ \ * ,f ~ 

Igjc. V'/A ^J| ^_i 1 " 'M A IVi J dlUaC-LjaJ Ajc-Lu 4jj jj^all J ^ NM La] oJ ^J| .jjajl ./. liaJ Lula 

Acoustic Signal SjUil ^ l^ll cj_^i 

SjLit < _ S J] A Slj ■ *a]l ajLi'^l aJ .ilo-all _ (Jjjj>a]l £-LL iilia]l ^Jfr (_£j 4jj ajLi'^l 

Analog Electrical Speech Signal 

Analog cM Digital lU*^ UaL 

Digital SjLjSI <^1 LjcLl ajLi^l A ( _ s ij 
Digital s J-i' ^ W j^ja J' Speech Encoder J' J&- U^^a u 1 ^ 
kb/sec 1 3 Bit Rate J' ®jUii ^ ^ j^»j i$*LL& j 

a-i] J 

Channel Encoder J' J^^a *•£ 

kb/sec 22.8 b&LL Bite Rate J' <Jv Redundence Bits J' *■ v^.v J' j>a 

Ji cU*j ci^M- Burst (3 Cijiii Ja*jj Interleaver J' J^a ^ 
ajLiVi Ji Error Detection And Correction 

jjLiilt <Aa& Ciphering J' J^ja s.£ ^*j 

Burst Assembling And Multiplexing J> 

Stealing Flags J'j Hide Bits J'j Tail Bits J' ^ J' 
kb/sec 33.85 Bit Rate m * j^' J Bits J' cAaLjaV! ^ UJa j 


Modulation <AaC. VI (_Liali (jLa (JLoij^iU S_)aL^ Ljc-LL SjUiVt (jj^ 

JLujjVIj 
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ELEMENTS OF DIGITAL MOBILE 

GSM Reception Chain 


Recovered speech 

(l/i" 





Demodulator 


| ~l— n_ 33 65 Kbps 



“I L_n_ 2Z.8 kbps 


Deciphering 


h_n_ 


22.8 kbps 


De- Interleaver 


“LTL 


Channel 
13 kbps decoder 


. kbps 


jUilo S^LaiVl UULc. ti^.1 \ (Jl y^'u J j Jluij! ^aliaj I ^3 IxjJa 

I^joA ) A-JJj) S^)Luj^U 


cJ^,!^)-aSl C- ^KVl I ^l\jU 

MOBILE 

speech ceding must give : 

1„ Low bit rate 

2. Preserving the essential elements of speech quality 

3. An acceptable cost of the equipment 



(J u-oqMljj 


ELEMENTS OF DIGITAL 


- GSM sends information about speech not the speech itseEf 


Speech Encoder - 1 


(_j I l ^ Ll^.1 . ^->-v II 4_jl (, (_] j V L I 1 ^]lxj a dlljlaC- Clilj IJ 4j1 Li] ^3 Li^.1 

JjVI Speech Encoder 


(jjijLui 1 i~\ a J) U=J (jLuilc. (JSjjjj <ia jkjJaM ^ Wj Jjls Bit R3te t -r 1 ^ >' a. Jj! 
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Band j *j±£ jjS Sjliv I u t jU£ ^ u*.t buLa Channels Jt ^hcd ^ 

Width 

Ja jJJ tgil l^JaxjJal jjtc* ^ lar a j aJ ajLuiVI ^jj£j 4jI A 'nI'n 

Aj^pjujjA ^3 J ^JLuA a^ (jLuiic. A_illc. 4liii£j (j^£j U^ ( '2dtji 

..(J ^3x-a a^jxjuj 

????? Ig-oAli ^ .. 1 g nqjLuj *li£i ! Jjjt aj£ Cli^i AjjjfLa A-Lo^. ^ 

4_^.^)jauA Jdil a-Luo <jl aJ AjuoAj Cl^jj^all (^Jjoi^jj <jj1a Cj j;x«o\I qc * CIiIa ^ ix-o (^Jjuj^ij GSM (Jl ^ 1 a^\I 

. (Jjj^aajllj 


Digital J' Analog i> ^ Jj' uUU dii <0 Speech Encoder J' o' '-^ '-^' 


ELEMENTS OF DIGITAL MOBILE 

• First step A/D converter 




Pulse Code Modulation J' GSM Jt ^ u 1^.1 
li^l a.l£ (_Jj 3 li^t IsuJa (jLilc. <C jjoiJ ~'f- f <ljU-v £Jj! 4 j] aJ PCM (_)' J 

Bandlimiting a^Ji 
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ELEMENTS OF DIGITAL MOBILE 

□ A/D is performed by PCM. 

□ PCM involves 4 steps: 

1- Ekmd limiting 2- Sampling 

3- Quantizing 4- Encoding 

-Bandlimitinq 




Low Pass Filter s. Ji ls^j 

B VV JI I J a ^11 Jj ui 1 (jLuuic- ^ 

Aj^juj 


Sampling 


ELEMENTS OF DIGITAL MOBILE 
-Sampling 



Analog signal Sampling Sampled sjgnQj 


fs = 2 f x $ample/sec 


Electronic Switch ^ SjUiVi ^ ^ 

sample / sec 8000 ^ j* Uj! ^ khz 8 



6 of 22 


21/10/2008 01:05 f 


tj! GSM! c ^ ciilj^lLd - § a -\k>.si - <&! *[A (jl 


file:///F:/New%20Folder/thread29982-8.html 


ELEMENTS OF DIGITAL MOBILE 

Bond limiting + Sampling 




m 




Sampling 


Electronic 

Switch 


T 


Analog signal 0,3- 3, 4 kHz Bandlimited 

to 3,4 kHz /,= 8ksample/s 





t 


P AM sampled signal 


jl (j* l JlUjxA\ CC JJ jjfL) fjV 6 jl*il S3ITI pljfig cU^ jjjli ^ jV *>Cj 

o^)UiVI ccji 

JSVi Jc. khz 6.8 lsj^ <0^ cri*j khz 3.4 £>CC^)J Ji Cl) jx«oti JL liA UIc-Uj ojLaiVlj 

8 W*Uxi )A ll^.l 

Quantizing 4 jO » j^l' 


ELEMENTS OF DIGITAL MOBILE 



o This gives 13 bit/sampie. 



Ay*. ^ (jiJ t—ijiv ^jSU ejjjii Jaxa sj£ (jLuilc.j (_jji j»j3 4 ^jU1i j»jili (ji Sampling Ji ajLuc. ,i*j 
(_pLila*-a VI j I 0^3 Levels JI -^J jl ^jl J^ll j S^LuiVI aI^j oiA 4 . ic. ^cliiiA luja j 

Levels 8192 lsjC^ja ^g*-* 23 o*' 2 ^ jUilc. ... 4_a.u. 

bits /sec 1 3 ^ j 


Encoding jl' » ^3' 
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ELEMENTS OF DIGITAL MOBILE 

Encoding 



Encoder 


<TL 


oioiiooi 


Quantized Samples 


Binary stream of bits 


o Encoding rate = 8000 x 13 = 104 kb/sec. 


SjUVi cp jp* <J* cs* Levels J' t> ^ u^i Quantizing J' 
bits Ji cp ^-c- j) ■ «•> ■ « Level 

bits J' ? <£■ J' ,jLil& Encoder J' ^ tj&ti? SjLiVt u'-^ 

kb/sec 1 04 Rate J' j 


Segmentation J' <j*j Speech Encoder J' <>*4 


ELEMENTS OF DIGITAL MOBILE 

Segmentation 



104 kb/sec 


13 kb/ sec 



20 msec = 2080 bit 


1010100010011111010100101001100100100101001001(30110 


Id its J! C y* a^- <JI S JjujVI ^ l 2 j| tiL-saj ax-Lo^. L lid I 

TS Jl Jl *3 j.W^q B.W tjl (jV ( xiljA (jpiA lx±la L_lda 

dale. ( J1 Ax-^-^ 3 ^! JaSl Jix 

A^iLx. J ^LqSajA Jl Aj! j J J U! ^A L_nJa 

L_lda 1,W^ ^ J tj Adi jj^a till li^.1 Ax-Lo^ 1 j I jJ^aJ 

SjxiS Ax^juiJ gQ QQjll J jjjjdll Jc- gjdall (jAa,Vi»*o Ad ^j^all UlU^I 
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khz 1 .4 (JjUjui ^C* ^ixJ 

msec 20 ^ ,jsli ^ ja 

Jl 6^jjxi A-ij jj^all A*Jj 

msec 20 cJ^ Jl tiic-lij ^Jv^a ti^.! 

bit 2080 filial bit ^ msec 20 J£ L4j 
kb/sec 1 04 ja u&ul rate J' ' u^i jV <oj 
.*■£ (jSu < V- cJJ* msec 20 cJ rate J' ojjj^ J 
<J| <o Frame J' ^ u^i j sj£ JjS blj* u*.i WL j beii Frame J' t> s jL& Ua Jjj bits 2080 J' 
8 Jl 1 44-4 ^ (j j>h«>o cP*j TS <J Jj- 1 bits 2080 J' 1 ^ ti^.1 u*a TS 8 

TS J£ bits 260 'j%a sjSj j 

Predictive Coding 


ELEMENTS OF DIGIT AL MOBILE 

Predictive coding 

1 . We send information about noise not the voice itself 

(pitch, tone etc) 

2. Less power and less co- channel interference 


Voice activity 


Discontinuous 

transmission 




4 x.Lo^. Ij ' j ■ 

l-S^Aj jJI ( _ s jjjoijj j jJI ^ j li^l Lula (Jjialc. li^l j 

D-jS i^yija ^Jc- (_]1 t . >.a ' « <La Jx- 41 f‘w (Jjj^JI /j) ^ lx a 

^ Predictive Coding J' u'-“^ ^ 5 ^° lA° a:i M= j 

Predictive Coding J ^ j-& Speech Coder J' ? s J-^Vi ^ j>. ^*j 
V oice Activity Detection VAD J ^ 

Discontinuous Transmission DTX J' J' ^jLii 
Noise o& s jLc. i jLiVl DTX J Jjiy 

V V J Jfr sjLiVI (jl ^L-al _jl 1 —ajxJJ oJ VAD (Jl _jA j 4-l4a 

KHZ 3.4 J\ 0 Cy* ^jLaijVi jl U^J^* (J (^^la (jC- m ^aLaJ 

(Jj» jolIJ jj9J l 2 j JP^ 6 ^)UjjI C_SI^JU DTX ^ 

ojUc. Ua i^.dc. li^l Noise cJ^j Noise ^jUSVl <jl aJjSl VID <Jl ^ 

e ^3! >J! 

DTX ^ Noise SjUiV! (jl VID Cy* DTX ci^ ajLuiVI jlj nJo 

. jl* Co - Channel Interference Jt c> j ^jUoJi e U 3 ) ^^Ua Uaj TX J' 

(Jx^a^sjA 4_il ^ ^qjouA ^jjLo (^ 5 -^* M -*-- 0 TX (J^ tilsS Ll^! ^A j 1 ^ 

(^J-<«-iA aJL^JI ^3 

Ji JI S^LujVI j ^1 < “ ij k ^11 ^1 a^jLA DTX cJI l)J 

Silence Descriptor SID 
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ELEMENTS OF DIGITAL MOBILE 
• DTX 



0 ' ' ’ 

r 1 

20 im 

speech ifl ■ * 


■H k 


M|H| _7 

transmission — — — * 

H -l Mi ll I - 1 - I I I I I I I I M M II 

SID SID S/D 

to update update 


Frame Jl Jjujjjj . ( Noise) a-^jj^J) <Lajixxdi a j^\ ^ SID Frame Jl ^J>£ 

Comfort Noise Jl A^^aLk Jja.Vn ^jSjj ^£11 Ajtgi J/qu^ll ^£11 jj A-i\ A j J fijJoU-c 

J^ ijaII ^ SID Frame J' W-JJ^ j' ^ ^ cjUjIxAj jSlj 

SID J' (»jSj aaixx Sji a Noise JJ Update J^? SID J' ^ Noise J^^ lp * jW^ J' j 
JJ Noise JJ J j>^\i SID J' IJLuj jb DTX JJ Noise JJ J j>^n 

^ j DTX 


#73 AM 07:52 ‘ 2008 - 1 0-1 5 □ 

Q bossnemo 
4^1 fLi ( 2)1 4 l^l£ GSM Jl (j& ° jja \ j j 

Predictive Coder J' 


10 of 22 


21/10/2008 01:05 ? 


tj! GSM! c ^ ciilj^lLd - § a -\k>.si - <&! *[A (jl 


file:///F:/New%20Folder/thread29982-8.html 


ELEMENTS OF DIGITAL MOBILE 
* Predictive decoding 




Voice, 13 bit 
SOOO semples/s 


Bad Frame Replacement J' 

Bad Frame Replacement <J Uj* Frame <_s' ^ j ^ ^ 

4ju$ l_lujIiLo Frame 

Bad Frame Indicator BFI J' j* ^ 4_. Frame J' o' ajtfkL ^ jSj ^11! j 

Speech Coder J' ^ J * ' 


Channel Coding J' 


ELEMENTS OF DIGITAL 

* Channel coding 

o Mobile channel is error-prone, 
o Compressed speech is sensitive to errors, 
o Error correction is necessary, 
o Channel coding adds extra bits to help in 
error correction. 



o 6SM uses: 

1. Block code 

2. Convolutional code 



- T - - - Tf 1 

CHANNEL SPEECH 

CODING BITS 

BITS 


Interference j Noise cM* (J ^ u' u^j 1 ^ 

cjULu jjV ** k ■* a [^kuA ojLiV' Error c?' (J* ^ i_$jj aJ^jx js^a ihe-I/l Data <J' j 

Error Detection and Correction J**i> oJk <=> jV ^ u ^ 

Error Detection and Correction J' Redundancy Bits J' *■ Channel Coding J' 

21/10/2008 01:05 ? 
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*Li j! \mA 

: ^ GSM J' <J ^ jjjj' i^.' ls j' Error Detection and Correction ^ui^i 

Block Coder - 1 

Parity Check Bits Bits 3 t> Error Detection J**j ? jh 

Convolutional Coder - 2 
Error Correction lU*j ? j4 

A_iaAV 1 c** n^s cJjVl \ g n l Vic, lib D3t3 (Jl ^ cJj^ cJ^ 1 ^IIju 


^LuiSi Cj^Aj ^Jui£lb LjWI 

Very Important Data J' j*j JjVi 
bits 50 j*- Jkv ^ j Power J' <_^ j£Vi ja -gv u.g & * j*. ao j 

Important Data J' 

bits 1 32 _jAj <j 3 bits <Jl --£- <JjVl Cy* <31 ajc.Hj Power Ji «■_>?■ u^~ ® ®- i j 

Non Important Data J' j*j 

bits 78 <2 bits J' ^ cs%^j aj&Uj Power J' * j?- cp « o^j 
4-J liic-llj Data J' y jA j i_ula 

Data J' ^-sfri^ajA <jia taJaj Data J' ^-s&L^aii Error Correction J-«j jUilc ui ^jta ^ u^.t 
Power <J t_s^ a^c-ij Data <Ji ^ £_>?• O jji ^ (jUilc. ^^ic. B.W <J ' 2 - jj u^j ^^-GaUli 

bits 50 'j%? <J\ Very Important J' >j <9cU^ 

Bits (Ji JJG’ txA 260 'j^JjA ^LaJ ^ga -a ^ t_lJa .. 132 (Jij 78 (Jij 50 (J t-aA 4 jI (jiUljLa 

.6^.1 jli ojJi ^ aj j*jJI iik-UL Data J' ^ c^' AjLxjjAm Frame J' ^ up. _>?• J* 

ls' j' J^Ajj ^ Convolutional Coder J' ' jJUj 
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ELEMENTS OF DIGITAL MOBILE 


Convolutional code 




132 Important bits 


1:2 
Convolutional 
coder 


78 Not so important bits 


378 b 




A x«o\ 'N ^ LalxiA jUik fiJjuiVI L<a ^»Al LaA bitS 50 J 13 J 

bits 3 <**o^ J' Parity Check Bits <_!' o 1 -^ Block Coder J' JjVi 

Block Coder J' t> 'j=» j^a .. Error Detection <=**> lU*^> <J \ j 

53 bits 

Important Data aJc. uija bits 132 J'j t-A Convolutional Coder J' ^ 

Initial J' J' Convolutional Coder J' ' j*+ j*> Ua J jjj 0000 t> s tail bits 4 j^oiA j 

State 

Convolutional Coder J' z >. ^ ^ <o Convolutional Coder J' o' 

bits 378 cp 

Non Important Data bijS Ji bits 78 J' a J >> bits 378 J' 

bits 456 o c- s Convolutional Coder J' £>* uj^ja 
22.8 cs^ bits J' cs%a bits 456 l sj^i msec 20 J' J* bits J' ^ cs%a 

kb/sec 

tA iia&i no Redundancy Bits J' ^ J' kb/sec 1 3 J' if- kb/sec 9.8 sij j J* ^ 

Ji jjt 

. ^ Traffic Channels 

Interleaver J' J' bits 456 J' J 

Interleaver - 3 

Bits JI L>* AjuIjIa <C< (Ja^oViA Jii!Lui3l JI aJjiVl Jj O-IajI A jA 

l*la> ,JSjA aJ y^\ 3.ujm Ua. 1 JI ^»!>l£Jl (j* ^jtiLa ^3^ 13 j*^a 

Error Ji lU^JI? Data Ji <jjj£ J^ ^ Interleaver J' 

a 4ac. Jac. ^xj Uii interleaving J' ^ 4ac. ^xj s^LiuVi ^—2 J* ^i jx j 
s jjj£ cjULow ^ as jiia Bits J' 0-° ^ O^ s ^ Error J' 0 * JJi^t ^ Deinterleaving J' 

. is j' Error J4 jftnA UjI J^loA aJl£jj 
ji Jiikj 0 ^ Interleaver Ji ^-a>k ^ 'j^ 


O- Interleaver J' uj^j 
B lock Interleaver -1 
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ELEMENTS OF DIGITAL MOBILE 

• Interleaving 
- First level : Block interleaving 



1 


2 


3 


4 

_9_ 


10 


11 


12 

17 


m 


19 


20 

25 


26 


27 


28 

449 


450 


451 


452 


5 


6 


7 


8 

13 


14 


15 


16 

21 


22 


23 


24 

29 


30 


31 


32 

453 


454 


455 


455 


CS^- lSJ^ ^>4 dj' <j' cs^ '-“^ i t S j A Data d' CJ&jk 8 1> »Aj 

449 ‘ ‘ 25 ‘ 17 ‘ 9 ‘1 Bits J' 

Bits d' cs^y j ^ K/'~. ^ J.^.^ 4j| ijjjajs Burst d' 2 ^ ** /' L«lj 

Jaj-uj ^ Errors d' (ji ^- a y-yjjj Avu L4 j (JUaiuiVi ^ic- Error 449 <_d' 1 t>° 

<-o ,^1*^41 A x a Kc. j^-y^a ^3 3 K .* ^ (J. ^n. JJC. o^)&lla CIiSjj *La _jic4t 

t> s jLc Burst J' '-ijk- ^ aJ Ijjsjc ... Burst/2 J' ^ bits 57 <_£ d_4> u' u ld£^V jJ 

bits 2*57 


Burst Interleaver - 2 


ELEMENTS OF DIGITAL MOBILE 

- second level : Burst interleaving 

-Normal Burst has 2 of 57b blocks 
-If Burst is lost BER-25% 

-To reduce it to 12.5% we put 2 blocks of two 20 msec 



20 msec speech 

20 msec speech 

20 msec speech 

8x57=456 bits 

8x57=456 bits 

8x57=456 bits 


57 bits 


57 bits 


Normal Burst 


(jV <Lo ^1x^31 qa % 25 ^>^3 ^ ^ ( j£la ciic-Lja Burst J j j Burst 2 t m.i ^3 li^.! ^a 

. <Kai^ c5^j . . jL 8 ^ msec 20 J' u' ls j 
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msec 20 ^ ^ Jj' J Burst J' <> j msec 20 J j' cil^L jt lA ti^.1 6^ ^jIajj\c. 

(> Jji <ii ai Burst J' ^ <4=^ msec 20 Jj' <> ^>4 ^ ^j... Burst J' <J> 

5^.u ^ ^ Burst J' <J j msec 20 

msec 20 J' t> <_w %12.5 cs^j djc.L-b <H£ Burst u' ts-^ 

^ia^a3i (_k iTiti y (jLilc. jjjJiiili msec 20 <Ji ^ v j ^ ~ ^.- ^ ai& <_gi j u^j 

mSeC 1 00 (J^ lit VI .la^lj v (jljoiVI (jii (jLilc. Ja i^aXa ^^SjjA aJ 


Ciphering - 4 


ELEMENTS OF DIGITAL MOBILE 

security 




GSM J' J* Security J' t> ^ cs^ 

<L<a ^Lodl cl>^ ls^j^ ^ j Passive t*l j * j4^ j *-* <j^ u' <Jj^ 

<Lq ^L odi ^)\\x*\) Active ji 
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J±} 4-<a ^I xaSI CllS ^11 j CllLa ^Ix-<dl ,^1 n G (jl ^3^\JtA aJI^. jl ^3i g jA\ qC* G ^jl \j^)±ic.| 

B J' 


/\ (jA <L<a ^1x^31 (JiiluUJ jA ^Jj^al j Q A-i^a^juo (J^lijl C q\ A-ijlUll aJL^JI j 

B ^Jl <La ^1x^31 (Jjuj^ij ^Jl ^A ^Jj^al j /\ A-i^a^juj (J^j! C j! ^s^liA <cill!i3! aJL^JI j 

B ^J! IgJ £-L gj a-o B lock 4_*L*c. Q j! ^^Ia <xj(^)H <3l^Ji ^ij 
lg-i9 ^al^klLuoi (jSLaVI ^ ^J^ajlj ^11 GSM GSmiflQ Jt AjLsC. (JliLdl (Jjfjuo 6 ^J 

4.S Ualt (J^.G ^jLqVI J GSM (Jl Ig.^Vuan ^1 (J^)ja3l L_fl ^judj I ^ll*j 

ELEMENTS OF DIGITAL MOBILE 

GSM security 

• TMSI 

• Authentication 

• IMEI check 

• ciphering 
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ELEMENTS OF DIGITAL MOBILE 


Ciphered digital data 


IW0 


I IASI, *i, 
A3, AS 


SIM 


ELEMENTS OF DIGITAL MOBILE 

Authentication 



- It is a processor system that performs the authentication function 



17 of 22 


21/10/2008 01:05 f 





tj! GSM! c ^ ciilj^lLd - § ‘La.ix^a - M c.Lui (jl 


file:///F:/New%20Folder/thread29982-8.html 


ELEMENTS OF DIGITAL MOBILE 


MS 

HLR/AUC 

■ 

I 

1 

I I MSI L 

Jl 

RAND Ki 

1 1 

i r n i 

A3 

A3 




Continue 

ciphering 


AUC is* T ripl©t J ASuati ^ jSia aSu^N a^-Ll IMS I ^ Lqaic. Vjl 

111 j 5 Lq j 

IMEI Check J' AUC J' ^ 4 jL»c. 


ELEMENTS OF DIGITAL MOBILE 
IMEI check 



Authentication 



MS BSS 


msc/vlr 



MSC/V LR 


Check 

IMEI 


Initiate 
> Authentication 
>Ciphering 
>IMQ request 


AjS^jjuo ^Lllg j! t^_La Tn 1 g )c* 

Ciphering J' c -?> A* 2 ^ ^ j 
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ELEMENTS OF DIGITAL MOBILE 




Rand Jl J Ki Jl C_J^jJa KC Jl ^aA^liaA L tiA j 

A8 J' lP 



6. Ciphering 
mode complete 


I 


◄ - 

5, Decryption of 
CMC successful? 


Kc FN 


Decryption 
process 
using A5 


4, Encrypted 

me 



CMC Kc FN 

l 

Encryption 
process 
using A5 


3, Encrypt CMC 


6 jU< s j)3o^ Ciphering cJt ^ l_si ^jo> ax-Lo^. Ij I jiixj 

J AUC Jtj MS Jl J Kc J' f5 * 

VLR Jl J' Kc Jl JL-jW AUC Jl * 

Cipher Mode Command CMC J' VLR J' <»_£> * 
BTS Jl Jl CMC Jl j Kc Jl Jl- uW VLR Jl ^ * 
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MS Jl Jl CMC Jl J- ijW j Kc JU J^Vt* BTS Jl J2 * 

A5 Jl J > i> FN Jlj Kc J' j CMC Jl MS J' ^ * 

6 jJxIlq txja j Frame No J' t> » j* FN J' 

A3 J'j A8 J' ls j J^J' J c?a A5 J' 

FN J'j Kc J' is*— Ujjc. Jl BTS J' Jl ***11 J^ jW MS J' * 

CMC Jl J O^J Jallj . AjiaxJI Jl J BTS Jl f J 

Ciphering J' cuj j§ Jl VLR J' J a J^' CMC J CMC J' J Jj ji * 


ELEMENTS OF DIGITAL MOBILE 


Kc 

FN 


* ciphering 

£5 



Cipher sequence 
key flow 


Cipher sequence 
key flow 




KC 

FN 


10 110 0 1 


User dataflow 




User data flow 


1 

i 

0 

1 

0 

1 

t 


Ciphered text 


Ciphering Process 


Deciphering Process 


.<iuo jaII ^ IgJjjJa j A5 Jl (JWJ^ 3 lP FN Jlj C Jl 

(jLalj I^JLuojI ^aJJ SjLaua <L<a ^lx-o 


AjUc. j 


C5^>^l ^ jlxJl ^Ij! cilljjj AJjIj A5 Jl J (j^a FN Jlj KC Jl UJ"^2 J.jjqnll c*la j 


Burst Assembly and Multiplexing - 5 
H.B J'j T.B J'j Flags J'j Training Seq J' ^=>1 J i^j 
M odulation - 6 
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ELEMENTS OF DIGITAL MOBILE 
* Modulation 

1. High bandwidth efficiency i.e. high bit rate per Hz 

2 . Low power drain 

3. Good BEft performance 

4. Low implementation cost 

■ GMSK is the modulation scheme of the GSM system 
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